Mpunoxenne Ne2. UHdopmanmonHasi naMsaTKa /sl 00y4al0IIUXCS UISE pa3MellleHUsl Ha
opunuanbHbIXx UHTEpHET-pecypcax

C KaXXAbIM I'oag0M MOJIOACKHU B HHTCPHETE CTAHOBUTHCA 6OJ'II>IHG, a IIKOJIPHHUKH OJJHHU U3 CaAMBIX
aKTUBHBIX I10JIb30BaTCICH PYHCTa. MC)KI[y TEM, IOMUMO OI'POMHOI'0 KOJIMYCCTBa BOSMO)KHOCTGI\/JI,
HWHTCPHCT HECCT U Hp06J'IeMI)I. OTa maMsATKa JOHKHA IIOMOYb TeOe Oe30macHo HaXOJHUTHCA B CCTH.

KomnbroTrepusie BHPyChI

KowMmrmsroTepHbIit BUPYC — 3TO Pa3HOBHIHOCTH KOMIBIOTEPHBIX MPOTPAMM, OTIHIUTEHHOM
0COOEHHOCTBIO KOTOPOH SIBIAETCS CIOCOOHOCTH K Pa3MHOKEHHIO.

B nmomonHeHne K 3TOMY, BUPYCHI MOTYT IIOBPEINUTH MM TIOJTHOCTHIO YHUUTOXKUTE BCE (DaliIbl ¥ TaHHBIE,
MOJIKOHTPOJIEHBIC MOJIL30BATEII0, OT UMEHH KOTOPOTO ObLIa 3aIyIlieHa 3apaXEHHAst MPOrpaMMa, a TaKkKe
MOBPEINThH WM JaKe€ YHUUITOXKHUTD OTIEPAIIHOHHYIO CUCTEMY CO BceMH (paiiyamu B 1iesiom. B
OOJIBIIMHCTBE CIyYaeB PaCIPOCTPAHSIIOTCS BUPYCHI UepPe3 HHTCPHET.

MeTo/IBI 3aITUTHI OT BPEIOHOCHBIX MPOrpaMM:

1. Ucnons3yii coBpeMeHHBIE ONEPALIIOHHbBIE CUCTEMBI, UIMEIOIINE CEPbE3HBIA YPOBEHD 3aIUTHI OT
BPEIOHOCHBIX ITPOIPaMM;

2. TlocrostHHO ycTaHaBnuBai mauTH (1U(pPOBbIE 3aIUTATKH, KOTOPhIC aBTOMATHICCKU
YCTaHABJIUBAIOTCS C LIEJIBbIO IOPAOTKHU MPOrpaMMBbl) U IPYrHe OOHOBJICHHUS CBOCH ONepaIiiOHHON
cuctembl. CKkauMBai UX TOJBKO C O(uIaIbHOTrO caiita pazpadorurka OC. Ecnu cymectByeT
PEKUM aBTOMATHYECKOTO OOHOBIICHHUS, BKITFOUH €T0;

3. Paborait Ha cBOEM KOMITBIOTEPE TTOJT TTPaBaMH TIOJIB30BATENS, 4 HE aIMUHUCTPATOpa. JTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrPaMM WHCTAJIMPOBATHCS HA TBOEM MEPCOHAIIEHOM
KOMIIBIOTEPE;

4. Hcrnonb3yilt aHTUBUPYCHBIE TIPOTPAMMHBIE MPOTYKTHI M3BECTHBIX ITPOU3BOIUTENEH, C
aBTOMATHYECKNM OOHOBJICHHEM 0a3;

5. Orpanuub GU3NYECKUIA JOCTYI K KOMITBIOTEPY TSI HOCTOPOHHUX JIHIL;

6. Hcnonp3yii BHEIIHME HOCUTENN MH(OpMaIMK, TaKue Kak (iemka, JUcK Win ¢aii U3 HHTepHeTa,
TOJILKO W3 IPO(epEeHHBIX HCTOYHUKOB;

7. He oTkpbIBail KOMIBIOTEPHBIE (aiiiIbl, TOTYYEHHBIE U3 HEHaIEKHBIX HCTOYHUKOB. Jlaxe Te
(aiinbl, KOTOPBIE MIPHUCITAT TBOW 3HAKOMBIN. JIydilie yTOUHHM y HEro, OTIPABIISUII JIH OH Te0e HX.

Cern WI-FI

Wi-Fi - 510 He Bu nepeauu JaHHbBIX, HE TEXHOJIOTHSI, a BCEro JHib Oper, mapka. Eme B 1991 roxy
HUJICpJIaH/ICKash KOMITaHus 3apeructpuposana opens « WECA», 4To 06003Hauano CIoBOCOYETaHUE
«Wireless Fidelity», KoTopblii nepeBoguTCs Kak «0eCIpOBOAHAS TOYHOCTH.

o Hamrero BpemeHu Ao1uia apyras abopeBuaTypa, KOTopas SBISETCS TaKOU )K€ TEXHOJIOTHEH. DTO
ab0peBuatypa « Wi-Fi». Takoe Ha3BaHHe ObLIO JaHO C HAMEKOM Ha CTaHJApT BBICIIUM 3BYKOBOI TEXHUKHU
Hi-Fi, uTo B epeBojie 03HAYaeT «BBHICOKASI TOYHOCTHY.

Jla, OecrutaTHBIM HHTEPHET-IOCTY B Kade, OTeNAX U adporopTax sSBISIETCS OTINYHON BO3ZMOKHOCTHIO
BbIX0J1a B HHTepHET. Ho MHOTHE 3KCIEePTHI CUMTAIOT, YTO oOIIenocTynubie Wi-Fi cetu He sBistoTes
0€e30I1aCHBIMH.



CogerTnl 0 Oe30macHOCTH paboTte B 00menocTymHbIX ceTsx Wi-fi:

1. He nepenasaii cBoI0 THYHYIO HHpOpPMaLUIO Yyepe3 obmenoctynueie Wi-Fi cetn. Pabortas B HuX,
JKEJIaTeIbHO He BBOJIUTH IapOJIH JOCTYTIA, JOTUHBI U KaKHE-TO HOMEpA;

2. Hcnonp3yit 1 0OHOBJISI aHTHBUPYCHBIE IPOTPaMMBI M OpaHaMayep. TeM caMbIM Th
obe3omacuins ceds 0T 3aKaYKy BUpYyca Ha TBOE yCTPOUCTBO;

3. Ilpu ucnons3oBannu Wi-Fi otkmoun ¢pynkuuio «O0muii focTyn K (aiiaM 1 IpuHTEpamM.
JanHast GyHKINSA 3aKpBITA TI0 YMOJIYaHHIO, OTHAKO HEKOTOPHIE MOIB30BATENN aKTHBUPYIOT €€
JUTsl yIoOCTBa MCIIONB30BaHUs B paboTe uin yueoe;

4. He ucnons3yii myommuasiii WI-FI ams nepenaun mTHaHBIX JaHHBIX, HATIPUMED IS BBIXO/1a B
COIMAJIbHBIE CETH WU B JIEKTPOHHYIO TIOUTY;

5. Hnomw3yii Tonkko 3anuiieHHoe coeaunenue yepe3 HTTPS, a e HTTP, 1.e. npu Habope BeO-
azpeca BBOIU UMEHHO «https://»;

6. B moOunbHoM TenedoHe otkmoun GpyHkuuio «[loakmodenne k Wi-Fi aBromarudeckn». He
JIOITYCKal aBTOMaTHYECKOTO TOAKIIOUEHHS YCTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero coriacus.

ConuajbHblIe CeTH

CounaanHe CCTHU AaKTUBHO BXOIAT B HaAllly XU3Hb, MHOTHE JIIOAU paGOTaIOT " )XUBYT TaM IIOCTOAHHO, a B
Facebook yxe 3apeructprpoBan MUJLTHAP]] YETIOBEK, YTO SIBJIICTCS OJTHOW CEIbMOM BCEX JKUTEIICH
IJIAHETHL.

MHorue mojp30BaTeIn He IIOHUMAKOT, YTO I/IH(l)OpMaI_II/ISI, pasMElI€CHHasA UMH B COUAJIBHBIX CETAX,
MOXKET OBITh HaliilcHa ¥ UCII0JIb30BaHa KeM YroaHo, B TOM 4YUCJIE HE 00s13aTeNBHO ¢ OJarumMu
HaMCpCHHUAMMU.

OCHOBHBIE COBETHI 10 OE30ITACHOCTH B COLIMAJIBHBIX CETAX:

1. Orpannyb CIUCOK ApYy3ei. Y TeOs B IPY3bIX HE JOIDKHO OBITh CITyYalHBIX M HE3HAKOMBIX
JIIOJICH;

2. 3amminaii cBOIO yacTHYIO *XH3Hb. He ykasbIBail napomnu, TenedoHsl, agpeca, 1aTy TBOETO
POXIIEHHS U IPYTYIO THYHYIO HHQOpMAaIHio. 370yMBIIUIEHHHKA MOTYT HCIIOJIb30BaTh JaKe
MH(OPMALIUIO O TOM, KaK Thbl U TBOU POJUTENH TUIAHUPYETE IPOBECTU KAaHHUKYJIBI;

3. 3amuimaii CBOI pemyTallHio - ASPXKH €€ B YUCTOTE U 3a/1aBaii ce0e BOMPOC: XOTeI Obl Thl, YTOOBI
JIpyTHUE MOJB30BATENN BUJICIH, YTO ThI 3arpyxaeiib? [Togymaii, npex/ie yem 4To-To
OITyOJIMKOBaTh, HAITUCATD U 3aTPy3UTh;

4. Ecnu Thl TOBOPHIIB C JIFOJbMH, KOTOPBIX HE 3HACIIb, HE HCIIONb3YH CBOE pealbHOE UMS M JPYTYIO
JTUYHYIO MHQOpMaIMK: UM, MECTO )KUTEIILCTBA, MECTO Y4eOBI U MpOYee;

5. U3sberaii pasmemienus ¢pororpaduii B UaTEepHETE, T1IE THI N300paXKeH HAa MECTHOCTH, MO0 KOTOPOi
MOJKHO OIIPEAEIUTh TBOE MECTOIOJI0XKEHUE;

6. Ilpu perucrpainuu B COMUATBHON CETH HEOOXOIUMO HCIIOIh30BAThH CJIOKHBIE TAPOJIH, COCTOSIINE
13 OYKB ¥ TGP 1 C KOTUIECTBOM 3HAKOB HE MEHEe §;



7. JIs conuanbHOM CETH, TIOUTHI U IPYTHX CANTOB HEOOXOUMO HCIIOIH30BATh Pa3HbIE MAPOITH.
Torma ecnu TeOs B3TOMAIOT, TO 3IOYMBIIUIEHHUKH TOJTy4aT AOCTYII TOJIBKO K OJHOMY MECTY, a
HE BO BCE Ccpa3y.

DJIeKTPOHHBbIE IeHbI' N

DNEeKTPOHHBIE IEHBI'H — 3TO OYEHb YAOOHBIHN CIIOCO0 MaTekei, 0JHaKO CYIIECTBYIOT MOIIIEHHUKH,
KOTOPBIE XOTAT MOMYUUTh ATH JICHBTU.

SHCKTpOHHLIC ACHBI'K TIOABUIIUCH COBCEM HEAABHO 1 MMCHHO M3-3a 3TOI'0 BO MHOTUX IroCcyaapCTBax o0
CHUX IIOp HC MPOMHCAaHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM GYHKIIMOHUPYIOT U O HUX YK€ IPONFCAHO B 3aKOHE, TJ€ X Pa3IeNsIOT Ha HECKOIBKO
BUJIOB — aHOHUMHBIC Y HE aHOHUMHBIE. Pa3HHIIA B TOM, UTO AHOHUMHEIE - 3TO T€, B KOTOPBIX
paspemaeTcsi MPOBOANTH ollepanuy 0e3 HAeHTH(UKAIMA TTOTE30BaTelNs, 8 B HEAHOHUMHBIX
UACHTU(UKAIIUN TI0JIH30BATENIS SIBJIACTCS 005A3aTEIIBHOM.

Taroke crnenyer pa3ianyarhb 3JeKTPOHHBIE (GHATHBIC JEHBIH (PaBHBI TOCYIaPCTBEHHBIM BAIIOTAM) U
9JIEKTPOHHBIC He(UATHBIE IEHBTU (HE PaBHBI FOCYapCTBEHHBIM BaIIOTaM).

OCHOBHBIE COBETHI 10 OE30IaCHOM PadOTE € NEKTPOHHBIMH JICHBIAMH:

1. TlpuBsxu K cueTy MOOWIBHEIN TenedoH. DTO camblil yAOOHBIN M OBICTPEIN CIIOCOO BOCCTAHOBUTH
JOCTYT K cueTy. [IpuBs3anHHbIi Tene(OoH MOMOXKET, €CIIH 3a0y/IeIIb CBOM IJIATSKHBIN apOoJib UIN
3aiiJielIb Ha CalT C HE3HAKOMOTO YCTPOMCTBA;

2. Hcnonw3yii omHOpa3oBbie maposu. [locie nepexoia Ha yCHICHHYIO aBTOPU3AIUIO TeOe yiKe HE
OyIeT yrpoxaTh OMaCHOCTh KPaXKH WJIH ITepeXBaTa IJIATeKHOTO MapOoIIs;

3. BwiOepu cinoxHsIi apodb. [Ipectynmankam OyaeT He MPOCTO yrafaTh CIOXKHBIN Mapoib.
HanexHble mapoau — 3T0 apoiin, KOTOpbIE CoAepKaT He MEHee 8 3HAKOB U BKIIIOYAIOT B ce0sl
CTPOYHBIE U TIPONUCHBIE OYKBBI, IU(PPBI U HECKOJIBKO CHMBOJIOB, TAKKE KaK 3HAaK JI0JUI1apa,
¢yHTa, BocKIHIaTenbHbIi 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOU JIMYHBIC JAHHBIC HA CATaX, KOTOPHIM HE JOBEPSCIIIb.
DJIEKTPOHHAS M0YTA

DNEeKTpOHHAs IMOYTa — 3TO TEXHOJIOTHS U TMPEAOCTABISIEMbIE €10 YCIYTH T10 TIEPECHUIKE U MOTyUYSHUIO
3JIEKTPOHHBIX COOOIIECHUHN, KOTOPBIC PACTIPEICIISIIOTCS B KOMITBIOTEPHOM CETH.

OOBIYHO NIEKTPOHHBINA TTOYTOBBIN AITUK BHITIISIIUAT CISAYIONIM 00pa3oMm:
UMS_TI0JIB30BATEISI(@UMSI_JIOMEHa.

Taroke KpoMme mepeiayn MPOCTOro TEKCTa, UMEETCSl BO3MOXKHOCTh MepeaBaTh (aibl.
OCHOBHBIE COBETHI IO O€30I1acHO padoTe ¢ ANEKTPOHHON TTOYTOM:

1. Hamo BeIOpaTh MpaBUIIBHBIN TOYTOBHIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOP
OecIuIaTHBIX OYTOBBIX CEPBUCOB, OAHAKO JIYYILE JOBEPSTh TEM, KOT'O 3HACUIb U KTO IIEPBHIA B
pEeNTHHTE;

2. He yka3pIBaii B IM4HOM nouTe IMUHYIO nHPopManuio. Hanpumep, ydiie BEIOpaTh
«MY3BIKaJIbHBIA _(panaT@» i «pok2013» BMecTo «Temal3»;



Hcnonp3yit IByX3TaHYIO aBTOPU3AIHMI0. ITO KOT/Ia TOMUMO MapoJis HY’KHO BBOJHTH KOJI,
MPUCHIIAEMBIH 10 SMS;

Bri6epu crmosxHbIH TTapoiah. i1 Kaxa0To MMOYTOBOTO SIIMKA JODKECH OBITh CBOM HAICKHBIMN,
YCTOWUYUBBIN K B3JIOMY [1apOJIb;

Ecnu ecth BO3MOXKHOCTB HANIMCATh CAMOMY CBOW JIMYHBIN BONPOC, UCIONB3YH 3Ty BO3MOXKHOCTB;

Hcnonb3yit HECKOJIBKO TIOYTOBBIX SIIUKOB. [1epBBIil U1 4aCTHO NMEPEeNUCKH C aipecaTaMH,
KOTOPBIM ThI JOBEPSICILIb. DTO HJICKTPOHHBIN apec He HaJI0 UCTIOIb30BaTh IIPH PETHCTPALIMN Ha
dopymax u caiiTax;

He otkpsiBaii hailsel U1 IpyTrue BIOKEHHS B MUChMaX JAa)Ke €CIIM OHU MPUIILIH OT TBOUX APY3eil.
Jlyuiiie yTouHU y HUX, OTIPABIISIN JIU OHU TeOE 3TH (aiiiibr;

IMocne okoHYaHUs PabOTHI HA IOYTOBOM CEPBUCE MEPE]] 3aKPHITUEM BKJIAJIKH C CAWTOM HE 3a0y/Ib
Ha)KaTh Ha «BBIATH).

KubepOyaauur uiu BUPTyajdbHOe U31€BATEIbCTBO

KubepOynmmmHr — npecnefoBaHNe COOOMIEHUIMH, COAEPIKAITIME OCKOPOJICHUS, arpecCHro,

3allyTUBAaHUEC,; XYJIUTaHCTBO, COUHUAJILHOC 6OI>'IKOTI/IpOBaHI/Ie C IMIOMOLIBIO PA3JIMYHBIX HTHTCPHET-CECPBUCOB.

OCHOBHBIE COBETHI 110 OOPBOE ¢ KHOEPOYILTHHTOM:

1.

He 6pocaiics B 60#i. Jlyummii crioco0: mocOBETOBATHCS Kak ce0sl BECTH U, €CJIA HET TOT0, K KOMY
MOKHO O6paTI/ITI)CSI, TO BHa4YaJI€ YCIIOKOUTHLCA. Ecau ThI HaUHEb OTBEYATh OCKOp6HCHI/IHMI/I Ha
OCKOpOJIEHUS, TO TONBKO e1lle OO0IIbIIe pa3oXKKelb KOH(IIUKT;

VYnpasnsii cBoell kubeppemnyTalmei;

AHOHUMHOCTb B ceT MHUMast. CyIIeCTBYIOT CIIOCOOBI BEISICHUTD, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

He crout Bectu xynuranckuii o0pa3 BUpTyalbHOH ku3HH. IHTEpHET QrKcupyeT Bce TBOU
JIEHCTBUS U COXpaHseT UX. Y IaIUTh X OYyJeT KpaliHe 3aTpyAHUTEIHHO;

Co0Oumro1ait CBOM BUPTYaJIbHYIO YECTh CMOJIOJY;

Urnopupy#i ennHUYHBIN HeratuB. OZHOPa30Bble OCKOPOUTEIbHBIE COOOIIEHUS JTyylIe
urHopupoBaTh. OOBIYHO arpeccusi MpeKpalaeTcs Ha HaualbHOW CTaHH;

ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMH COOOIIIEHUSIMH, B COIIMATIBHBIX CETAX €CTh
BO3MOYXHOCTH OJIOKHPOBKH OTITPABKH COOOIIEHUH C OMPEIeTICHHBIX aJpeCcOB;

Ecnu Th1 cBUEeTEND KHOEPOY/UIHHTAa. TBOM NEHCTBUS: BEICTYIIUTD ITPOTHB MPECIICI0BATEI,
MOKa3aTh €My, YTO €ro ACUCTBUS OLIEHUBAIOTCS HEraTUBHO, OJEPKATh KEPTBY, KOTOPOIl
HY)KHA TICUXOJIOTUYECKast TOMOIIb, COOOIIUTH B3POCIIBIM O (paKTe arpeCCUBHOTO MOBEICHUS B
CeTH.

MoouabHbIi Teaedon

COBpeMeHHBIe CMapT(bOHBI 1 IUIAHIICTHI COACPIKAT B ceOe BIOJIHE B3p0CJ'ILII>i (byHKI_II/IOHaII, " TCICPb OHU

MOT'YT KOHKYpPHPOBaTh CO CTAIMOHAPHBIMU KOMITIBIOTEpaAMU. OZ[HaKO, CpE€ACTB 3a1MThI JJIA HOJIOGHI)IX

YCTpOﬁCTB IIOKa O4YC€Hb MaJIo.



TecTupoBaHue U TOUCK YA3BUMOCTEM B HUX MPOUCXOAUT HE TaK UHTEHCUBHO, Kak 1yt 11K, To e camoe
KacaeTcsl © MOOWIBHBIX MPIITOKEHUH.

CoBpemeHHbIe MOOHITBFHBIE Opay3epsl yKe MPaKTUIECKH JOTHAIM HACTOJNBHBIE aHAIOTH, OTHAKO
pacipenre (yHKIIMOHAIA BICUET 32 COO0H OOJIBIIYIO CIIOKHOCTh U MEHBIIIYIO 3aIIUIICHHOCTD.

I[aJ'ICKO HE BCC IPONU3BOAUTEIIN BBIITYCKAIOT O6HOBJ'I€HI/I$I, 3aKpPBIBAIOIINUEC KPUTUYCCKUEC YA3SBUMOCTU IJIs
CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI TSI 0€30TIaCHOCTH MOOHMIILHOTO TelreoHa:

1. Hwuuero He sBNsAETCS MO-HACTOSIIEMY OecTiaTHBIM. byb ocTOpOoXeH, Bels Koraa Tede
IpeUIaraloT OeCIUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUIATHBIE YCIYTH;

2. Jywmaii, npexne yeM oTrnpaButh SMS, poTo wnu Buzeo. Thl TOUHO 3HAEIIb, I/Ie OHU OYIYT B
KOHEYHOM HTore?

3. Heo0xoammo 0OHOBIIATH ONEPAIMOHHAYIO CHCTEMY TBOETO CMapT(OHa;
4. Hcmonb3yit aHTUBHPYCHBIE TIPOTPAMMBI JIJIST MOOWITEHBIX TETEPOHOB;

5. He 3arpy»xaif npruiIoKeHUsI OT HEM3BECTHOT'O MICTOYHHKA, BElb OHU MOTYT COAEPKATh
BPEIOHOCHOE MTPOrpaMMHOE O0eCTIeueHHE;

6. Ilocne Toro kKak Thl BBIHACIIb C caiiTa, Iie BBOIWII JIMYHYIO HHPOPMALIUIO, 3aliIH B HACTPOUKH
Opaysepa u ynamu cookies;

7. Tlepuomnvecku mpoBepsiii KaKue MIaTHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;

8. JlaBaii cBoif HOMEp MOOHIBHOTO Tesie()OHA TOJIBKO JFOJISIM, KOTOPBIX THI 3HACIIb U KOMY
JOBEpSICIIIb;

9. Bluetooth nomkeH ObITh BRIKIIOYECH, KOT/Ia Thl UM HE TOJb3yelibest. He 3a0biBaii nHOT 1A
MPOBEPSATH ITO.

Online urpst

CoBpeMeHHbIE OHIaH-UTPBI — 3TO KPACOYHBIE, 3aXBaTHIBAIOIINE Pa3BICUCHUS, 00 TUHSIONINE COTHH
TBICSY YEJIOBEK MO BceMy MUpy. VIrpoku UccieytoT JaHHBIH UM MHP, OOIIAIOTCS APYT C APYTOM,
BBITIOJIHSIOT 33JaHHUs, CPAXKAIOTCA C MOHCTPAaMH M HOIYYaroT ONbIT. 32 YJOBOJBCTBUE OHH ILJIATAT:
MOKYNAT AUCK, OTUIAYMBAIOT a0OHEMEHT HITH TPUOOPETAIOT KaKHEe-TO OTIIINH.

Bce atH cpenctBa uayT Ha moJiiepikaHie U pa3BUTHE HIPHI, @ TAKXKE HA caMy 0€3011acHOCTh:
COBEPIIEHCTBYIOTCSI CHCTEMBI aBTOPHU3AIINH, BBITYCKAIOTCSl HOBBIE MaT4X (IU(PPOBBIE 3arIaTKy s
IPOrpaMM), 3aKPbIBAIOTCS YA3BHMOCTH CEPBEPOB.

B 1'[0):[O6HLIX HUrpax CTOUT OIlaCaThbCs HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaK TBOCTO MMapoJisd, Ha
KOTOpPOM OCHOBaHa CUCTEMa aBTOpHU3alln OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO 0€30MaCHOCTU TBOETO HUI'POBOTO aKKAayHTa:

1. Ecnm npyroi urpok BefeT cedsl MI0X0 WK CO3/IaeT Te0e HEPHUATHOCTH, 3a0JIOKUPYH ero B
CITUCKE UTPOKOB;

2. Tloxamyiics aAMUHECTPATOPaM UTPHI HA IJIOXOE MMOBEJICHHE 3TOTO UTPOKA, JKEeNATeITbHO
MIPUIIOKUTH KaKUE-TO JIOKA3aTEIbCTBA B BUAE CKPHUHOB;



3. He yka3piBaii mnuHyto nHGOpPMAIHIO B podaiiiiec Urpsbl;
4. VYBaxail qpyrux y4acTHHKOB 110 UTPE;

5. He ycranasnuBaii Heo(UIIHAIbHBIE TATINA U MOJBI;

6. Hcnonp3yil croxHbBIE U pa3HBIC TTAPOIIH;

7. I[axce BO BpEMs UT'Pbl HC CTOUT OTKIIIOYATh aHTUBUPYC. IToka ThI urpacuib, TBOM KOMIIBIOTEP
MOT'YT 3apa3uThb.

DOUIIHHT WIH Kpaxa JUIHbIX JaHHbIX

OObIyHOM Kpameﬁ JCHCT U JOKYMCHTOB CCIr'O/IHA YK€ HUKOI'O HE yI[I/IBI/IfHII), HO C pa3BUTHUEM UHTCPHCT-
TEXHOJIOTHI 3JIOYMBIIIJICHHUKHA IIEPEMECTUIIMCH B UHTEPHET, U IPOAOJIKAIOT 3aHUMATHCS «ITFOOMMBIM)»
JCIJIOM.

Tak nmosiBIIIack HOBAsk yrpo3a: HHTEPHET-MOIICHHNYECTBA WM (PUIIMHT, TTIaBHAS! LENTb KOTOPOTO COCTOUT
B MOJIyYeHUH KOH(UICHIIMATIBHBIX JaHHBIX MOJIb30BaTelIeli — JIOTHHOB U napoJieii. Ha anriauiickoM
s3pike phishing untaercs kak ¢pumuHT (0T fishing — pe1OHas j10BMs, password — maposb).

OCHOBHBIE COBETHI 110 OOPHOE C PHUITHHTOM:

1. Cneau 3a cBOMM akkayHTOM. Eciii ThI oi03peBaetiib, YT0 TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0IUMO 3a0JI0KHPOBATh €€ U COOOIIUTh aIMUHUCTpAaTOpaM pecypca 00 3TOM KaKk MOXKHO
cKopee;

2. Hcnonb3yii 6e30macHbie BeO-CalThl, B TOM YUCIIC, MHTEPHET-Mara3uHOB U MIOMCKOBBIX CUCTEM;

3. Hcnonw3yit cinoxxHble U pa3Hble maponu. Takum o0pa3oM, eciiu Te0s B3JIOMAIOT, TO
3JI0YMBIIJICHHUKH NI0JTy4aT AOCTYII TOJIBKO K OJHOMY TBOEMY NMPO(QUIIIO B CETH, & HE KO BCEM;

4. Ecnu Tebs B3OManu, TO HEOOXOIUMO MPETYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE
no0aBiieHb! y T€0sI B APY3bSX, O TOM, UYTO T€OS B3IIOMAJIH U, BO3MOXHO, OT TBOEIO MMEHH OyAeT
pacchiIaThes ClaM M CChUIKY Ha (PUIIMHTOBBIE CANTEHI,

5. VYcranosu HagexHslil napons (PIN) Ha MoOMIBHBIHN TenedoH;
6. Ortkiroun coxpaHeHue napoJsi B Opaysepe;

7. He oTtkpbiBaii (hailiiel 1 Ipyrue BIOXKEHUS B MMChMaXx JIaKe €M OHU TPUIIUIA OT TBOMX JIpy3eH.
Jly4iie yTOuHH y HUX, OTHPABISIIN JIM OHU TeOe 3TH (ailiibl;

Hudposas penyrauus

Lndposas permyramnys - 5TO HETaTUBHAS WM IO3UTHBHAS HHPOPMAIHS B CETH O Tee.
Kommnpomerupytomiast nadopmanus pasMelieHHas B MHTEPHETE MOXKET CEphe3HBIM 00pa3oM OTpa3uThCs
Ha TBOEH peanbHOM KU3HU.

«Uudposas permytanus» - 3T0 TBOM UMHIUK, KOTOPHIK popMupyeTcs U3 nHpopManuu o Tede B
UHTEpHETE.

TBoe MecTo KHUTCIILCTBA, y‘i€6BI, TBOC (bHHaHCOBOC IIOJIOKCHUC, 0COOEHHOCTH XapaKTepa U pacCKasbl O
OJIM3KHUX — BCE OTO HAKAIUIMBAETCS B CETH.



MHor#e NoAPOCTKY JITKOMBICIICHHO OTHOCSTCS K ITyOJIMKaIluK THYHON nHpopMmanuu B HTepHETE, He
MOHUMast BO3MOXKHBIX ITOCIIeICTBHIA. ThI JJaske He CMOKEIIIb JIOTaAaThCsl O TOM, 4TO oTorpadus,
pa3MelieHHas 5 JIeT Ha3aj, CTajla IPUIMHON OTKa3a MPUHATH TeOs Ha paboTy.

KommMeHnTapuun, pazMenieHre TBoux ¢pororpaduii u Apyrue AeHCTBUS MOTYT HE UCUE3HYTh JaXe Mocie
TOTO, KaK ThI UX yIanuiib. Thl HE 3HACIIb, KTO COXPaHMII ATy HHPOPMALIUIO, [TOTIaa I OHA B IOMCKOBBIE
CHCTEMBI M COXPaHIIACh JIM OHA, A TJIIaBHOE: YTO MIOJYMAIOT O TeOe OKpYIKAIOIee 011, KOTOPbIe HalIyT
W YBUZAT 3T0. HaliTi HHPOpPMALIMIO MHOTO JIET CITyCTSI CMOXKET JIF000H — Kak U3 JOOPBIX MOOYKICHHH,
TaK ¥ ¢ HAMEPEHUEM NPUYUHHUTE BPeZ. DTO MOXKET ObITh KTO YTOJHO.

OCHOBHBIE COBETHI O 3alIUTE HU(PPOBOH pemyTaluu:

1. Tomymaii, mpexe yeM YTO-TO MyOJIMKOBATH U MEpeAaBaTh y ceOst B OJIOTe WK B COLIMATBHOM
CceTH;

2. B Hactpoiikax npoQuiis yCTaHOBH OTPaHUUEHUS HAa TPOCMOTP TBOETO MPOMHIIS U €ro
COZIEPKUMOTrO, clienail ero TONbKO «IJIs IpYy3€eily;

3. He pa3smemaii u He yka3piBali HH(POPMAIIHIO, KOTOPAsi MOXKET KOTr0-THO0 OCKOPOJISTh UITH
00MXKaTh.

ABTOpCKOe MPaBo

CoBpeMeHHbIE IKOIbHUKHA— aKTHBHBIE TIOJIB30BaTeNN HU(PPOBOTro mpocTpaHcTBa. OHAKO TAJIEKO HE BCe
3HAIOT, YTO MOJIb30BaHNE MHOTMU BO3MOXKHOCTSIMH LIU(PPOBOTO MHpa TpeOyeT COOMIOCHHUS MpaB Ha
MHTEIUIEKTYaJIbHYIO COOCTBEHHOCTb.

TepMUH «MHTEIUIEKTyanbHasi COOCTBEHHOCTBY OTHOCUTCA K PAa3JIMYHBIM TBOPEHHSAM YEIOBEUECKOI0 yMa,
HauuHas ¢ HOBBIX N300peTeHNH 1 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD Ha MIPOLYKTHI U YCIYTH , U
3aKaH4YMBas KHUramMu, GoTorpapusiMu, KHHOPHIbMAaMU B MY3bIKQIbHBIMHU MPOU3BEACHUSIMH.

ABTOpCKHE TTpaBa — 3TO MIpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JIMTEPATYPBI U UCKYCCTBA.

ABTOpCKHE TIPaBa BBICTYIAIOT B KAYECTBE TaAPAHTHH TOTO, YTO HHTEIUICKTYaIbHBIH/ TBOPUECKUN TPY/L
aBTOpa He OyJeT HalpacHbIM, JacT €My CIIPaBEIJIUBbBIE BOBMOKHOCTH 3apadoTaTh Ha pe3ysIbTaTax CBOETO
TpyJa, IOJyYUTh U3BECTHOCTD U IIPU3HAHUE.

Huxkro 6e3 pasperieHust aBTopa HE MOKET BOCIIPOM3BOIUTH €0 MPOU3BEACHUE, PACIPOCTPAHSATH,
MyOJIMYHO J€MOHCTPHUPOBATH, MPOIaBaTh, UMIIOPTHUPOBATh, MyCKAaTh B MIPOKAT, MyOJIUYHO UCIIOIHSATH,
MOKa3bIBaTh/UCHIOIHATE B d(HUpe WM pa3meniats B HTepHeTe.

Hcnonp30oBaHe «IUPATCKOT0» MPOTPAMMHOTO 00€CTIEYeHN MOKET IIPUBECTH K MHOTUM PHUCKaM: OT
NOTEPH IaHHBIX K TBOUM aKKayHTaM 0 OJIOKMPOBKH TBOETO YCTPOMCTBA, II€ YCTAHOBIICHHBIN HE
nerayipHas mporpamMMa. He crout takxke 3a0bIBaTh, YTO CYLIECTBYET JieTalbHbIE U OeCIIIaTHBIE
IIPOrpamMMBbl, KOTOPBIE MOYKHO HAWTH B CETH.

O nopraJie

CCTGBI/I‘-IOK.pq) — TBOH T'JIaBHBIM COBETYMK B CETH. 3)160]: ThI MOKCIIb Y3HATh O 0€30IMacHOCTH B CETU
IMOHATHBIM U JOCTYIIHBIM A3BIKOM, a IIPHU BO3SHUKHOBCHHUU KpHTH‘IGCKOﬁ CUTyaluu O6paTI/ITBC$I 3a
COBETOM. A Takke MPUHATH YIaCTHC B KOHKYpCax U CTaTb CAMbIM I_II/I(l)pOBLIM Fpa)K,[laHI/IHOM!






